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Abstract
Bluetooth is a technology for wireless personal area networks (WPAN) that
eliminates the need for cables, standardizes interfaces, and can automate many
standard office processes such as sending and receiving email, synchronizing
schedules, or exchanging business cards. With each workstation creating its own
Bluetooth network, called a piconet, different Air Force environments have the
potential, in some cases, to create more than 50 overlapping piconets, which
significantly increases the potential for inter-piconet interference.
This research investigates the effects of inter-piconet interference on a Blue-
tooth channel, streaming audio, offered at 24, 40, and 64 Kbps. It shows that as the
number of overlapping piconets increases from zero to five, the effects on packet
error rate are significant, climbing at times to just under 9%.
x
EFFECTS OF PICONET SATURATION ON A BLUETOOTH
STREAMING AUDIO CHANNEL
I. Introduction
1.1 Introduction
The Bluetooth specification [Gro03] is an open specification for a technology
that enables seamless voice and data communications across short-range wireless
links [MB01]. A Bluetooth enabled personal computer (PC) can wirelessly connect
to printers, scanners, or other peripheral devices with a single standardized inter-
face taking the place of many different cables. Cellular phones, pagers, Personal
Data Assistants (PDA), and universal headsets are among the most popular Blue-
tooth enabled devices. According to the Bluetooth Special Interest Group (SIG)
over 5 million Bluetooth enabled devices are being shipped per week [Gro05]
and it is estimated that 2005 sales of Bluetooth enabled cellular phones alone
will exceed 180 million, an increase of nearly 228% over the previous year’s sales
figures [Gol05].
With such pervasiveness, it is reasonable to expect that Bluetooth enabled
products will soon be in common use within the Air Force. Features such as au-
tomated synchronization and downloading of email, voice-mail, text-messaging,
schedules, business cards, meeting notes, and even audio and video make Blue-
tooth technology ideally suited to take a role in the Air Force Chief Information
Officer’s (AFCIO) Vision of:
"Enhanced mission performance through seamless integrated access
to the right information anywhere, anytime – One Air Force. . . One
Network." [Gil01]
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Bluetooth seems poised to become part of this vision, but before that can
happen, several issues must be further addressed. For example, as the number of
Bluetooth enabled devices being used in the same area increases, multiple Blue-
tooth ad-hoc networks, known as piconets, are formed. When as few as 10 piconets
overlap, throughput can suffer as much as 10% due to the effects of inter-piconet
interference [Gro98]. In a typical office environment, the number of independent,
overlapping piconets can quickly climb above 10. Figure 1.1 illustrates a simple
office scenario where each PC uses a Bluetooth enabled keyboard/mouse and all
PCs share a Bluetooth enabled printer. In this scenario, with just six workstations,
there are already six overlapping piconets. If each PC user also has a Bluetooth
enabled cell phone and universal headset, a common configuration which forms
its own piconet, this number quickly climbs above 10.
   
   
Figure 1.1: Typical Office Setup with Overlapping Piconets
In addition to the interference issues, wireless communications have inherent
security vulnerabilities such as interception, jamming, and man-in-the-middle
type attacks. Chapter II covers these topics in more detail.
2
1.2 Bluetooth Overview
Bluetooth is a short-range (≤ 10 meter), wireless radio-frequency (RF) tech-
nology. It operates in the unlicensed 2.4GHz Industrial, Scientific, and Medical
(ISM) band also used by other wireless technologies such as 802.11b/g, HomeRF,
cordless phones, garage door openers, and microwave ovens. To combat these
many possible sources of interference, Bluetooth uses Frequency-Hopping Spread
Spectrum (FHSS) at a rate of 1600 hops/sec spread over 79 1MHz channels ranging
from 2.402GHz - 2.480GHz. By combining FHSS with stop-and-wait automatic re-
peat request (ARQ), cyclic redundancy check (CRC), and forward error correction
(FEC), a highly reliable wireless link is achieved [Gro03].
1.3 Research Focus and Motivation
Bluetooth in its original inception was designed as a cable replacement tech-
nology. However, the robustness and resistance to interference of the Bluetooth
channel make it ideal for other, non-standard implementations, such as streaming
audio.
This research investigates the effects of inter-piconet interference on a Blue-
tooth channel, streaming audio, offered at three different loads as shown in Table
1.1. It shows that even with less than 10 interfering piconets, the effects on
throughput and packet error rate are not insignificant.
For each offered load, a complete packet analysis is performed to deter-
mine throughput, packet error rate (PER), packet distribution, and packet error
distribution, as the number of interfering piconets increases from zero to five.
Table 1.1: Offered Loads
Load Stream Bitrate
Low 24kbps
Med 40kbps
High 64kbps
3
Most existing Bluetooth studies evaluate the network performance without
consideration of how the application utilizing the channel is affected. This study
takes the novel approach of not only addressing the effects on the channel, but also
on the streaming audio application by listening to the channel and subjectively
determining if there is a constant intelligible output. A similar approach is used
by the International Telecommunication Union (ITU) for subjectively determining
voice quality on communication systems [ITU96].
1.4 Thesis Outline
In Chapter II, background information related to inter-piconet interference
is presented. Also included is an abbreviated overview of the Bluetooth Protocol
Stack including various types of Bluetooth Packets. Finally a discussion of past
and current research efforts in this area is presented. Implementation details,
methodology, and test setup is discussed in Chapter III. Chapter IV examines the
data and discusses the data analysis using ANOVA techniques. Finally, conclu-
sions and recommendations for future research are presented in Chapter V.
4
II. Background and Literature Review
2.1 Bluetooth Technology Basics
Bluetooth is a wireless radio frequency technology that operates in the unli-
censed 2.4 GHz Industrial, Scientific, and Medical (ISM) band. ISM bands are fre-
quency bands established by the International Telecommunications Union (ITU),
an organization of the United Nations. Originally to be used for non-commercial
industrial, scientific and medical purposes, in 1985 the Federal Communications
Commission (FCC) opened up the 2.4 GHz band, along with two others, for com-
munications purposes [Sta04].
Table 2.1: FCC Part 15.247 Requirements
Item Description
1 Operation limited to frequency-hopping and digitally modulated radiators
2 Frequency hopping systems shall have hopping channel carrier frequencies
separated by a minimum of 25 kHz or the 20 dB bandwidth of the hopping
channel, whichever is greater
3 The system shall hop to channel frequencies that are selected at the system
hopping rate from a pseudorandomly ordered list of hopping frequencies
4 Each frequency must be used equally on the average by each transmitter
5 The system receivers shall have input bandwidths that match the hopping
channel bandwidths of their corresponding transmitters and shall shift
frequencies in synchronization with the transmitted signals
6 Frequency hopping systems in the 2400-2483.5 MHz band shall use at least
15 non-overlapping channels
7 The average time of occupancy on any channel shall not be greater than 0.4
seconds within a period of 0.4 seconds multiplied by the number of hopping
channels employed
8 For frequency hopping systems employing at least 75 hopping channels, the
maximum peak output power of the intentional radiator shall not exceed 1 Watt
The 2.4 GHz ISM band was primarily for equipment that used RF energy for
purposes other than communications, such as microwave ovens. Bearing this in
mind, the FCC placed strict requirements and limitations on the use of ISM bands
for intentional emitters, as shown in Table 2.1 [Com04].
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Bluetooth is designed to comply with the FCC part 15 requirements. The
Bluetooth core specification describes in great detail how Bluetooth complies with,
and in some cases exceeds these requirements. It contains a description of both
hardware and software. The hardware description deals with the lowest layers of
the protocol stack, for example the radio and baseband layers, while the software
description pertains to the higher layers of the protocol stack, which are usually
implemented in dedicated circuitry, or executed by the host device processor.
The next sections provide a basic description of the Bluetooth protocol stack,
shown in Figure 2.1.
Figure 2.1: The Bluetooth Protocol Stack [Gro03]
2.2 Bluetooth Protocol Stack
For ease of presentation, the Bluetooth protocol stack is typically divided into
three groupings: Transport Protocols, Middleware Protocols, Applications/Profiles.
This logical partitioning of the protocol stack is not a part of the Bluetooth Speci-
fication, but is a natural, functional arrangement [Bis01] [MB01].
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2.2.1 Transport Protocols Group. The transport protocols group is made
up of all protocols used for data communications between Bluetooth devices. The
included protocols are the radio, baseband, link manager, logical link, and host
controller interface (HCI)1 [Bis01] [MB01].
2.2.1.1 Radio Layer. The Bluetooth Radio is the lowest layer of
the Bluetooth protocol stack and consists of the Bluetooth transceiver. Figure 2.2
shows the Bluetooth radio operations. Most of the FCC requirements are satisfied
by the radio layer. It uses FHSS at 1600 hops/sec pseudorandomly on 79 one-
megahertz channels, which results in a channel occupancy time of 625µsec. The
frequency channels are located at (2,402+k) MHz, where k = {0, 1,. . . , 78}.
Figure 2.2: The Bluetooth Radio [MB01]
Bluetooth uses spread spectrum, a method of transmitting data in which the
signal uses more bandwidth than the minimum amount necessary to send the
information; the spreading is done by using a code that is independent of the data,
1The Bluetooth Specification does not include the HCI as a protocol. Included in the HCI
specification, however, are specifications and definitions for packets used by a host interface, as
well as the interaction between the packets. This type of information is typically an important part
of a protocol specification, and for that reason is included here as part of the transport protocol
group. [MB01]
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and despreading and data recovery are accomplished with synchronized reception
using the same code at the receiver [PSM82]. There are several different methods
used for spread spectrum communication, including frequency hopping, which
involves pseudorandomly changing the carrier frequency, direct sequence, which
involves using a pseudorandom noise (PN) code to phase modulate the carrier, and
time-hopping, in which transmission bursts occur in pseudorandomly generated
time slots. Further discussion of spread spectrum will be limited to frequency
hopping as that is the method employed by Bluetooth.
For modulation, Bluetooth uses binary Gaussian frequency shift-keying
(GFSK) with a baud rate of 1 Msymbol/sec. Accordingly, the bit time is 1 µsec
and the raw transmission speed is 1 Mbps. Bluetooth radios are available in three
different power classes categorized by the transmit power. Class 1 radios have a
transmit power of 20 dBm or 100 mW; class 2 radios have a transmit power of 4
dBm or 2.5 mW; and class 3 radios have a transmit power of 0 dBm or 1 mW.
Whereas the radio is responsible solely for transmitting and receiving data
over the air, there are related responsibilities such as what data to send and receive,
timing, carrier frequency selection, and transmit power level, which are handled
by the Bluetooth link controller, which executes the baseband protocol.
2.2.1.2 Baseband Layer. The Baseband layer is the physical layer of
the Bluetooth protocol stack. It manages the physical channels and links as well
as other services like error correction, hop selection and Bluetooth security. The
Baseband layer lies on top of the radio layer in the Bluetooth protocol stack. The
baseband protocol is implemented as a Link Controller, which works in coordina-
tion with the link manager to handle link level routines such as connection and
power control. The baseband layer also takes care of asynchronous and synchro-
nous link management, packet handling, and directs paging and inquiry scans for
8
inquiry and accessing of Bluetooth devices in the local area [Gro03]. Figure 2.3
illustrates the key functions of the baseband layer.
Figure 2.3: Bluetooth Baseband Functions [MB01]
2.2.1.2.1 The Piconet. A piconet is a shared communication
channel comprised of a series of frequency hops, pseudorandomly selected from
a set of frequencies (cf. Section 2.2.1.1) at a rate of 1600 hops per second. All
members of the same piconet are temporally and spectrally synchronized to the
channel, thereby allowing them to follow all successive hops of the frequency
hopping sequence in a coordinated manner. Bluetooth piconet formation is ad
hoc. Two or more devices communicate on demand without the use of a dedicated
support infrastructure, such as in a WLAN. When appropriate, the piconet is
abandoned. This ad hoc nature, combined with the short channel occupancy times
characteristic of the frequency-hopping channel, allows multiple simultaneous
piconets overlapping in time and space with only minimal interference.
9
In a piconet, each device assumes the role of either the master, of which there
is only one, or a slave, of which there can be seven active at any time. These roles
are temporary and only relevant during the existence of a specific piconet. Each
Bluetooth device has two fundamental elements that are used in practically all
aspects of baseband functions. The first is a 48-bit address uniquely assigned to
each Bluetooth radio at the time of manufacture. The Bluetooth device address
(BD_ADDR), as shown in Figure 2.4, is electronically "engraved" on the hardware
and cannot be modified. The second element is a free running 28-bit clock. Shown
in Figure 2.5, the clock advances 3200 times per second, or once every 312.5 µsec.
This represents one half of a time slot. A full time slot is the residence time at a
particular frequency when the radio is hopping at a rate of 1,600 hops/sec.
Figure 2.4: The Bluetooth Device Address [MB01]
Figure 2.5: The Bluetooth Clock [MB01]
Figure 2.6: Simplified Frequency Hop Selection [MB01]
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The master device controls synchronization of the piconet. The frequency
hopping sequence is determined using the BD_ADDR of the Master. The phase of
the hopping sequence is determined by the master’s clock. A simplified diagram
of this process is shown in Figure 2.6. Slaves synchronize times with the master
by comparing their own clock with that of the master and adding the difference
to their own clock. By synchronizing clocks with the master, a slave knows the
phase and timing of the current hopping sequence.
Figure 2.7: Bluetooth Operational States [MB01]
There are four operational states of a Bluetooth device, standby, inquiry,
page, and connected, as shown in Figure 2.7. The standby state is considered
the default operational state of a Bluetooth device. In standby, a device is idle,
with only its native clock continuing to operate. Only when the device is in the
connected state is it part of the piconet. To move to the connected state, a device
must progress through the inquiry and page states. In the inquiry state, a device
is scanning the local area for other devices. In the page state a device is inviting
another device to join the piconet. If the identity of a device is already known, the
inquiry state may be bypassed.
In the connected state, all exchanges of data are controlled by the master
who establishes when a slave device can transmit. Since all device clocks are
synchronized to that of the master, time slots are organized into master and slave
transmission slots, with the master transmitting on even numbered time slots, and
slaves transmitting on odd numbered time slots. A slave can only transmit if it
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was transmitted to during the master’s last transmission slot. Master and slave
transmission slots alternate every 625 µsec with a device only being allowed to
transmit a single packet during any given time slot. However, multi-slot packets
use three or five time slots, as shown in Figure 2.8.
Figure 2.8: Multi-Slot Packets [Gro03]
2.2.1.2.1.1 Link Types. The Bluetooth piconet sup-
ports two types of links, asynchronous connectionless (ACL), and synchronous
connection-oriented (SCO). A master and slave connection supports a single ACL
link, but a piconet may only support only up three SCO links.
ACL packets, as shown in Figure 2.9, are labeled as D(M|H)(1|3|5), with
"DM" designating medium-speed data using a 2/3 FEC payload encoding, and
"DH" designating high-speed data using no FEC for the payload. The 1, 3, and 5
refer the number of slots used by the packet. Note that when multi-slot packets are
used, the hopping frequency does not change until the packet is done transmitting,
as shown in Figure 2.10. The next hop frequency used is the one that would have
occurred had single slot packets been used. ACL packets use odd numbered
lengths to maintain the master’s use of even numbered slots.
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Figure 2.9: ACL Packet Types [Gro03]
Figure 2.10: Master and Slave Time Slots [Gro03]
SCO packets, as shown in Figure 2.11, are all one slot long and are labeled as
HV(1|2|3) or DV. HV stands for high quality voice, and the 1, 2, and 3 designate the
encoding used for the payload as well as how many voice bytes are being carried
in the payload:
• 1 designates 1/3 FEC; A single-slot packet is transmitted every two time slots
containing 10 bytes of voice data
• 2 designates 2/3 FEC; a single-slot packet is transmitted every four time slots
containing 20 bytes of voice data
• 3 designates no FEC; a single-slot packet is transmitted every six time slots
containing 30 bytes of voice data
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Figure 2.11: SCO Packet Types [Gro03]
DV stands for Data and Voice. This packet contains both a data and voice
payload. Because the voice portion is synchronous, it is listed as a SCO packet.
The data payload is protected with FEC, while the voice payload is not.
Figure 2.12: Other Baseband Packet Types [Bis01]
Figure 2.12 shows the various other baseband packet types. The NULL
packet does not carry a payload. It has a fixed length of 126 bits and is used
to acknowledge receipt of a transmission when no data is available to send in
response. The POLL packet also has a fixed length of 126 bits and does not carry
a payload. POLL packets are used by the master to verify the connection with a
slave.
On an ACL link, the master and slave default packet type is always NULL.
If no data needs to be sent, either a NULL packet is sent if there is ACK or STOP
information, or no packet is sent at all. The NULL packet can also be used by the
master to designate which slave can transmit in the next slave-to-master slot. A
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slave will not reply to a NULL packet. If the master requires a response, it will
send a POLL packet.
2.2.1.2.2 Link Manager Layer. The Link Manager (LM) is
responsible for link setup, authentication, configuration and other protocols. It
discovers other remote LM’s and communicates with them using the Link Manager
Protocol (LMP). To perform its role as service provider, the LM uses the services
of the underlying Link Controller [Gro03].
2.2.1.2.3 Host Controller Interface layer. The Host Controller
Interface layer (HCI) defines the set of functions that are accessible to the host
device and its applications as well as acting as a standard interface to the baseband
controller and link manager, including hardware status and control registers.
Essentially the HCI is the gatekeeper of the services that the device has available.
The HCI exists across 3 sections, the Host - Transport Layer - Host Controller.
Each of the sections has a different role to play in the HCI system.
2.2.1.2.4 Logical Link Control and Adaptation Protocol. The
logical link control and adaptation protocol(L2CAP) layer shields the specifics of
the Bluetooth lower layers and provides a packet interface to higher layers. At
the L2CAP layer, the concept of master and slave devices does not exist anymore.
The L2CAP supports the multiplexing of several logical channels over the deviceś
ACL links; note that a slave has only one ACL link while a master has one for each
slave that it actively communicates with [Bis01].
2.2.2 Middleware Protocols Group. While the transport protocols deal
with all communications of application data across a Bluetooth link, not every
middleware protocol participates in Bluetooth communications at all times.
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2.2.2.1 RFCOMM. The RFCOMM protocol adds a serial interface
to the packet-based Bluetooth transport layers. The RFCOMM layer emulates the
nine wire signals of an RS-232 cable. The RFCOMM, based on the ETSI 07.10
standard, enables the emulation and multiplexing of several serial ports over a
single transport, allowing legacy applications traditionally operated over serial
cables to run, without modification, on top of a Bluetooth link.
2.2.2.2 Service Discovery Protocol. The purpose of the service discov-
ery protocol (SDP) is to support the rich application space envisaged for Bluetooth
devices [Bis01]. Using SDP, a Bluetooth device can make an inquiry across a Blue-
tooth link to learn about the services that another device may have and how to
get access to them. The SDP only provides information about services, it does not
provide access to them.
2.2.2.3 Telephony Control Signaling Protocol. The telephony control
signaling (TCS) protocol is implemented using the AT command set. Since, the
AT commands are designed to be used across serial lines, Bluetooth devices use
the RFCOMM protocol to send and receive control signals that are based on the
AT command set. For example, using these commands, a dialer application in a
notebook computer may instruct a cellular phone to dial-up an ISP location [Bis01].
2.2.2.4 Other Protocols. To support a myriad of applications, a num-
ber of different industry standards have been adopted, including such protocols
as point-to-point protocol (abbreviation[Point-to-Point Protocol]PPP) enabling IP
communications over serial lines; the object exchange (OBEX) protocol, an IrDA
standard using infrared signals for transporting objects between devices; the in-
frared mobile communications (IrMC) protocol used to describe and encode in-
formation in business cards, calendar entries, and messages. All these protocols
run on top of RFCOMM.
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2.2.3 Applications Group. The application group represents software that
resides above the protocol stack that instantiates a Bluetooth profile, such as file
transfer for a Bluetooth enabled MP3 player, or audio streaming for a universal
headset, to name but a few. This is typically software provided by a manufacturer
for the purposes of enabling a specific function of their Bluetooth device.
2.3 Bluetooth Security Vulnerabilities
Bluetooth has several known security vulnerabilities including eavesdrop-
ping and impersonation, location and correlation, and cipher vulnerabilities [JW01].
2.3.1 Eavesdropping and Impersonation. Eavesdropping and imperson-
ation attacks occur when an attacker is able to determine the encryption keys and
address of another device [JW01]. The attacker can then intercept and modify
transmissions made between two Bluetooth devices while each legitimate user
believes they are communicating with their intended target. This type of attack is
known as a "man-in-the-middle" attack, and is illustrated in Figure 2.12.
Figure 2.13: Man in the Middle Attack Scenario [KO02]
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2.3.2 Location and Correlation. Location and Correlation attacks occur
when an attacker is able to determine the geographic location of a device, which
could lead to the attacker discovering the identification of the person operating
the device [JW01].
2.3.3 Cipher Vulnerabilities. Encrypting the Bluetooth communication
channel does not necessarily provide significant protection considering the use of
weak PINs and that the initial pairing of two Bluetooth devices is conducted using
clear text. If the pairing procedure, during which the exchange of encryption keys
occurs, is conducted in a public location, it is possible for an attacker to intercept
the communication and gather the necessary information required to decrypt the
payloads [JW01]
2.4 Previous and Current Research
This section briefly summarizes previous and current research in the area of
inter-piconet interference. Although several papers have been published regard-
ing inter-piconet interference, they consist of mostly theoretical studies, examining
best- and worst-case scenarios. Each paper is summarized in this section, placing
an emphasis on the sections relating specifically to inter-piconet interference.
The first paper, "Packet Error Rate due to Interference between Bluetooth
Networks - Probabilistic Upper Bound and Simulation Results" offers a "prob-
abilistic treatment of the performance of a Bluetooth piconet under co-channel
interference from other Bluetooth piconets" [EH01]. The upper bound is derived
using the best-case scenario for time slot alignment, as shown in Figure 2.13. In
this case, only one packet from an interfering piconet overlaps the target time slot.
The lower bound is derived using the worst-case scenario for time slot alignment,
also shown in Figure 2.13. In this case, there are portions of two packets from an
interfering piconet overlapping each target time slot, significantly increasing the
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probability of a collision. The author goes on to validate the theoretical results by
using an OPNET simulation.
Figure 2.14: Interference Based on Time Slot Alignment [EH01]
The next paper is entitled "Interference modeling and performance of Blue-
tooth MAC protocol." This paper studies the "piconet MAC performance, taking
inter-piconet interference into consideration" [DMCAS03]. A highly complex,
mathematical signal capture model is developed and is then validated using
Network Simulator-2 (NS-2) software. The results of this study show that the
Bluetooth MAC protocol offers good performance, as compared to other access
techniques, in the presence of inter-piconet interference.
2.5 Summary
This chapter covered many different topics that are important for developing
an adequate background of the Bluetooth technology. First, Bluetooth technology
basics were discussed, followed by a more detailed look at the Bluetooth protocol
stack, next a brief overview of Bluetooth security vulnerabilities was discussed,
concluding with an overview of previous and current research. Chapter three
covers the experimental methodology.
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III. Experimental Methodology
3.1 Introduction
This chapter presents the problem definition, research objectives, and method-
ology for carrying out the research objectives. The development of the method-
ology follows a 10-step process developed by Dr. Raj Jain in his book "The Art of
Computer Systems Performance Analysis" [Jai91]. This process is summarized at
the end of this chapter.
3.2 Problem Definition
Prior to the existence of "The Specification of the Bluetooth System", there
were internal Bluetooth SIG marketing documents describing many different us-
age models that Bluetooth technology was envisioned to make possible. These
early usage models are the source of what became many of the profiles in the Blue-
tooth specification [MB01]. Several examples of usage models are listed below:
• The Cordless Computer • The Ultimate Headset
• The Three-in-One Phone • The Interactive Conference
• The Internet Bridge • The Speaking Laptop
• The Automatic Synchronizer • The Instant Postcard
• Ad Hoc Networking • Hidden Computing
These models are all designed to improve efficiency and reduce clutter by
eliminating cables and by automating many standard office processes such as
sending and receiving email, synchronizing schedules, or exchanging business
cards. However, as more Bluetooth solutions are implemented, with each new
implementation creating a new piconet, problems can rapidly arise as the number
of independent piconets operating in close proximity to one another increases.
Take as an example, the cordless computer usage model, shown in Figure 3.1.
In this model, one workstation creates its own independent piconet. Apply
this model to a typical computer laboratory, which can have as many as 30 to
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Figure 3.1: The Cordless Computer Usage Model [MB01]
40 workstations within 10 meters of each other, and a situation is created in
which inter-piconet interference could seriously degrade the performance of each
Bluetooth piconet.
The number of interfering piconets directly affects throughput and packet
error rate. Independent overlapping piconets share time and frequency space.
When two independent piconets try to transmit on the same frequency at the
same time, a collision will occur, causing the packet to be dropped. Figure 3.2
shows several different alignments of time slots between a target piconet and an
interfering piconet.
Case A shows a single interfering packet sharing the time slot of the target
data packet. Case B shows a single interfering packet sharing the time slot of
the target data packet and the target acknowledgment packet. Case C shows two
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Figure 3.2: Time Slot Alignments [LKMM01]
interfering packets sharing the time slot of the target data packet and a single
interfering packet sharing the time slot of the target acknowledgment. Case C is
the worst-case scenario as one packet from an interfering piconet now has two
opportunities to cause a collision.
A successful packet transmission occurs when a transmitted packet and the
accompanying acknowledgment are collision free. A collision involving either
packet requires a complete retransmission of the entire packet. As the number
of interfering piconets increases, this causes a more severe effect on throughput
than on packet collision probability. The probabilities for packet collision and
throughput based on the number of interfering piconets are given by
Pcollision = 1 − (1 − P1)2n (3.1)
and
Pthroughput = (1 − P1)4n (3.2)
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where P1 = 179 , is the probability of hopping to any of the 79 Bluetooth
channels, and n is the number of interfering piconets [EH01]. Both equations also
make the following assumptions:
1. The probability of hopping to a frequency channel is 179
2. All transmissions are symmetric
3. All piconets are transmitting at 100% capacity
Assumption 1 is unrealistic for short periods of time. Frequency hop se-
lection is pseudo-random and over longer periods of time is equally distributed
on average over all 79 frequencies. Viewed for short time periods, however, the
probability is better represented as 132 , as the frequency hop selection kernel se-
lects from a subset of 32 frequencies, without replacement, and slides to another
set of 32 frequencies when the current set of 32 is exhausted. For this study, 179
is appropriate to use considering the length of the data sets provides a roughly
equal distribution over the 79 channels.
Assumption 2 is possible, but unrealistic for an ACL link where traffic flow
is heavier in one direction than the other. For purposes of simplicity, this will be
used and treated as an "ideal" situation.
Assumption 3 is possible, but would require constant transmission of infor-
mation, such as in a SCO link transmitting HV packets. ACL links, however tend
to send data more intermittently.
While all three assumptions are unrealistic except under very specific cir-
cumstances, they are used to simplify the analysis of inter-piconet interference. A
graph of the probability of collision and throughput given n interfering piconets
is shown in Figure 3.3.
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Figure 3.3: Probability of Collision and Effect on Throughput Given the Number
of Interfering Piconets
3.2.1 Research Goals and Hypothesis. This goal of this research is to in-
vestigate the effects of inter-piconet interference, caused by multiple overlapping
piconets, on a target Bluetooth channel, streaming audio.
Based on the probability model shown above, it is hypothesized that with
only six interfering piconets, the probability of packet collision approaches 10%
and throughput could suffer as much as 20%, effects that are not insignificant.
3.2.2 Approach. A target piconet is established between a Bluetooth-
enabled Pocket PC and a desktop computer acting as an internet bridge. Streaming-
audio client software on the pocket PC establishes a connection with an Internet
based streaming-audio server across the Bluetooth link, and begins streaming
audio. After the target piconet is streaming audio, interfering piconets are es-
tablished by pairing Bluetooth enabled laptop computers and transferring a large
file across the Bluetooth link. A Computer Access Technology Corporation brand
MerlinTMBluetooth Protocol Analyzer, hereafter referred to simply as Merlin, is
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synchronized with the target piconet and records all packet transmissions as the
number of interfering piconets is increased from zero to five. Figure 3.4 shows the
experimental test set up.
Figure 3.4: Experimental Test Set up
3.3 System Boundaries
The system under test (SUT), as shown in Figure 3.5, consists of all com-
ponents of the target piconet as well as the interfering piconets. The component
under test (CUT)is the target piconet channel. The input to the SUT is a packetized
audio stream consisting of music and spoken text. The output of the SUT is the
transmitted audio stream.
3.4 System Services
The basic service provided by the SUT is the transmission of packetized audio
data over a Bluetooth wireless channel. The possible outcomes of this service is
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Figure 3.5: System Under Test
success and failure. A successful outcome occurs when the received transmission
is constant and intelligible. A failure occurs when the received transmission is
either garbled and unintelligible or buffers more than once every 30 seconds.
3.5 Workload
The workload for the experiment is a streaming audio bit stream consisting
of spoken text, music, and occasional silence. The workload is offered at three bit
rates to represent different loading levels. Low - 24Kbps, medium - 40Kbps, and
high - 64Kbps.
3.6 Performance Metrics
The performance metrics for this experiment include Merlin throughput,
packet error rate, and a basic pass/fail subjective measurement of audio quality.
Merlin throughput is expressed in Kbps and is measured by Merlin. Merlin
throughput is simply the amount of data received per unit time, not taking into
account packet retransmissions. Packet error rate is expressed as a percentage,
and is the ratio of packet errors to the total number of transmitted data packets.
3.7 Parameters
3.7.1 System. The system parameters for this experiment are:
26
• The number of interfering piconets - this has a direct affect on throughput
and packet error rate, as shown in Section 3.2 and Figure 3.3.
• The interfering piconet channel utilization rate - a lower channel utilization
rate will reduce the packet error probability [EH01].
• The distance between master and slave devices - As the distance is increased,
the path loss due to open air propagation lowers signal power and could
negatively effect reception.
• Other electromagnetic interference (EMI) - the 2.4 GHz ISM band is shared
with many other technologies, such as 802.11b and g, Home RF, microwave
ovens, garage door openers, to name but a few. These are all potential
sources of interference.
3.7.2 Workload. The workload parameters for this experiment are:
• The Target piconet channel utilization rate - a lower channel utilization rate
will reduce the packet error probability [EH01].
• The packet type - multi-slot packet types have increased dwell times on
the same frequency, which increases the probability of a packet collision
occurring.
3.8 Factors
There are two factors for this experiment. Table 3.1 lists the factors and their
associated levels.
Table 3.1: Factors
Factor Levels
Number of interfering piconets 0, 1, 2, 3, 4, 5
Target piconet channel utilization rate Low, Medium, High
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As the number of piconets increases, the probability of packet loss increases,
which in turn lowers throughput. As the target piconet channel utilization rate
increases, the number of packets required to transmit all of the data increases,
which increases the probability of packet loss. An increased number of packets
increases the potential for packet collisions.
3.9 Evaluation Technique
The evaluation technique for this experiment is direct measurement. The
primary motivating factors for using direct measurement are:
• The maturity of the system under test
• The moderately low cost of setting up the experiment
• The relative ease of capturing the Bluetooth transmissions
• Availability of test equipment
All hardware, software, and test equipment required for this experiment are
mature commercial systems; they are low cost, readily available, and easy to set up
and use. Direct measurement allows a very accurate approximation of real-world
scenarios. The test equipment allows a very accurate and relatively easy method
to capture and analyze all network traffic.
Validation of experimental results is accomplished by comparison with the
previously mentioned analytical probability models.
3.10 Experimental Design
The design of this experiment is a two-factor full factorial design with repli-
cations. This design is used to study the impact on system performance of two
factors as their levels are varied. By using replications, this design allows the
interactions of the factors to be separated from experimental error.
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3.10.1 Model. This section provides the model details for a two-factor
design with replications, borrowing heavily from [Jai91].
Factor Description Levels
A Workload(Stream Bitrate) a = 3
B Interfering Piconets b = 6
yi jk = µ + α j + βi + γi j + ei jk
Where:
yi jk = response (observation) in the kth replication of experiment with factor A at level j
and factor B at level i
µ = mean response
α j = effect of factor A at level j
βi = effect of factor B at level i
γi j = effect of interaction between factor A at level j and factor B at level i
ei jk = experimental error
The effects are computed so that their sum is zero:
a∑
j=1
α j = 0;
b∑
i=1
βi = 0
The interactions are computed so that their row as well as column sums are zero:
a∑
j=1
γ1 j =
a∑
j=1
γ2 j = · · · =
a∑
j=1
γbj = 0
b∑
i=1
γi1 =
b∑
i=1
γi2 = · · · =
b∑
i=1
γia = 0
The errors in each experiment add to zero:
r∑
k=1
ei jk = 0 ∀i, j
Where r = the number of replications of each experiment.
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3.10.2 Computation of Effects. It is recommended in [Jai91] to arrange
the experimental observations in ab cells arranged as a matrix of b rows and a
columns with each cell containing r observations belonging to the replications of
one experiment.
Averaging the observations in each cell produces:
ȳi j. = µ + α j + βi + γi j
Averaging across columns and rows over all observations produces:
ȳi.. = µ + βi
ȳ. j. = µ + α j
ȳ... = µ
From these equations, the expressions for effects are derived:
µ = ȳ...
α j = ȳ. j. − ȳ...
βi = ȳi.. − ȳ...
γi j = ȳi j. − ȳi.. − ȳ. j. + ȳ...
Interactions, or cell effects for the (i,j)th cell are computed by subtracting
µ + α j + βi from the cell mean yi j..
3.10.3 Computation of Errors. The estimated response for all observations
in the (i,j)th experiment is given by:
ŷi j = µ + α j + βi + γi j = ȳi j.
Accordingly, the error in the kth replication of the experiment is:
ei jk = yi jk − ŷi j.
which is the difference between the observation and the cell mean.
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3.10.4 Allocation of Variation. All of the variation of y can be allocated
to the two factors, their interaction, and experimental error. This is done by
squaring both sides of the model equation and adding across all observations.
The cross-product terms will cancel out which leaves:
∑
i jk
y2i jk = abrµ
2 + br
∑
j
α2j + ar
∑
i
β2i + r
∑
i j
γ2i j +
∑
i jk
e2i jk
SSY = SS0 + SSA + SSB + SSAB + SSE
The total variation can be divided into parts which are explained by factors
A and B, the interaction AB, and an unexplained variation that is attributed to ex-
perimental error. This is important because the percentage of variation explained
by a factor or interaction is used as a measure of the importance of the related
effect.
3.10.5 Analysis of Variance. Analysis of variance (ANOVA) is used to
statistically test the significance of a factor by dividing the sum of squares by the
corresponding degrees of freedom, as show in in Table 3.2, arriving at the mean
square.
Table 3.2: Degrees of Freedom
Sum of Squares Degrees of Freedom
SSY abr
SS0 1
SSA a-1
SSB b-1
SSAB (a − 1)(b − 1)
SSE ab(r − 1)
3.10.6 Confidence Intervals for Effects. The variance of the model para-
meters can be derived from the errors using the expressions in Table 3.4. The
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Table 3.3: ANOVA Table for Two Factors with Replications
Component Sum of Squares
Percentage
of Variation
Degrees
of Freedom
Mean
Square
F -
Computed
F -
Table
y SSY =
∑
y2i j abr
ȳ... SS0 = abrµ2 1
y − ȳ... SST = SSY - SS0 100 abr − 1
A SSA = br
∑
j
α2j 100
(
SSA
SST
)
a − 1 MSA = SSAa−1
MSA
MSE F[1−α;a−1,ab(r−1)]
B SSB = ar
∑
i
β2i 100
(
SSB
SST
)
b − 1 MSB = SSBb−1
MSB
MSE F[1−α;b−1,ab(r−1)]
AB SSAB = r
∑
i j
γ2i j 100
(
SSAB
SST
)
(a − 1)(b − 1) MSAB = SSAB(a−1)(b−1)
MSAB
MSE F[1−α;(a−1)(b−1),ab(r−1)]
e
SSE = SST - (SSA
+ SSB + SSAB)
100
(
SSE
SST
)
ab(r − 1) MSE = SSEab(r−1)
se =
√
MSE
confidence intervals for the effects are computed using t-values with ab(r − 1) de-
grees of freedom. If the confidence interval does not include zero, the effect is
considered statistically significant.
Table 3.4: Parameter Estimation for Two Factors with Replications
Parameter Estimate Variance
µ ȳ... s2e
/
abr
α j ȳ. j. − ȳ... s2e (a − 1)
/
abr
βi ȳi.. − ȳ... s2e (b − 1)
/
abr
γi j ȳi j. − ȳi.. − ȳ. j. + ȳ... s2e (a − 1)(b − 1)
/
abr∑
h jα j,
∑
h j = 0
∑
h j ȳ. j.
∑
h2j s
2
e
/
br∑
hiβi,
∑
hi = 0
∑
hi ȳi..
∑
h2i s
2
e
/
ar
s2e
∑
e2i jk
/
ab(r − 1)
Degrees of Freedom
for errors = ab(r − 1)
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3.11 Summary
This chapter defines the problem to be studied and introduces a methodology
for its study. The development of this methodology is based on "The Art of
Computer Systems Performance Analysis", by Dr. Raj Jain. In his book, Dr. Jain
introduces a systematic approach to performance evaluation that follows ten steps,
which are listed below:
1. State the goals and define the system boundaries • Section 3.2 - 3.3
2. List system services and possible outcomes • Section 3.4
3. Select performance metrics • Section 3.6
4. List system and workload parameters • Section 3.7
5. Select factors and their values • Section 3.8
6. Select evaluation techniques • Section 3.9
7. Select the workload • Section 3.5
8. Design the experiments • Section 3.10
9. Analyze and interpret the data • Chapter 4
10. Present the results • Chapter 5
The first eight steps are covered in this chapter. Step 9 is presented in Chapter
Four, and step ten is presented in Chapter Five.
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IV. Experimental Results and Analysis
4.1 Introduction
This chapter presents the results of each experiment described in Chapter 3.
4.2 Test Setup
For all tests, a Dell Dimension 8000 desktop PC running the Microsoft Win-
dows 2000 operating system is used in combination with a class-one Bluetooth
device as the master of the target piconet. A class-one device in this scenario is both
realistic and appropriate; one of the intended usages of class-one devices is as a
Bluetooth access point. The client device is a HP Jornada 578 handheld computer
running the Microsoft PocketPC 2002 operating system and using a class-three
compact-flash based Bluetooth adapter. All interfering piconets use Dell Laptops
running the Microsoft Windows 2000 operating system and class-three Bluetooth
devices.
4.3 Test Sequence
This section outlines the testing sequence that is used for all tests. The basic
test configuration is the same for all replications of every test, the only exception
is that factor levels are changed when appropriate.
1. The target piconet is created by pairing the devices.
2. The handheld computer running the streaming audio client software con-
nects to the streaming server and begins streaming audio across the Bluetooth
link.
3. The Merlin protocol analyzer is synchronized with the target piconet and
begins recording all network traffic.
4. A subjective audio quality analysis is made of the streaming audio link.
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5. After 10 minutes, the Merlin recording is stopped, an initial check is made
of the data, change factor levels if required.
6. Repeat steps 2 - 5 until every possible factor level has been tested.
To ensure random data samples, 10 minutes of network traffic is recorded.
From the 10-minute sample, a two-minute sample is randomly chosen. Two-
minute samples provide between 150,000 and 200,000 packets, which is sufficient
data to perform this analysis.
4.4 Test Results and Analysis
This section discusses the subjective audio quality evaluation and examines
the test results for each workload level, including Merlin throughput, packet error
rate, packet distribution, and error distribution.
4.4.1 Test Results.
4.4.1.1 Subjective Audio Quality Evaluation. Subjective audio tests
are commonly used to evaluate communication systems [ITU96]. The test consists
of a person listening to a telephone or other communication device, and evaluating
the quality of the transmission based on their own subjective opinion.
The subjective evaluation herein consists of two simple questions:
1. Is the output of the streaming-audio client device ungarbled and intelligible?
2. Is the output continuous without any excessive pauses or buffering?
In all cases, the answer to these questions is yes. Above 64 Kbps, however,
there is almost continuous buffering and long pauses in playback of the audio
stream. Therefore, the initial workload factor levels are all 64 Kbps or lower.
4.4.1.2 Merlin Throughput. The Merlin throughput calculation only
includes actual payload data bytes. The access code, packet header, payload
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header, and payload crc of each packet are not included in the calculation. The
result is given in bits/sec and is performed using the following equation:
ThroughputMerlin =
Total_PayloadBytes_InPacketRange × 8
Total_Time
(4.1)
where
Total_Time =
TimeTo
TimeFrom
(4.2)
and TimeFrom is taken at the beginning of the time slot of the first packet in the
specified range of packets and TimeTo is taken at the end of the last packet in the
specified range of packets.
Because the Merlin throughput calculations do not include all packets, it is
treated more as a measure of goodput.
4.4.2 24 Kbps Stream.
Table 4.1: Merlin Throughput - 24 Kbps Stream
I n t e r f e r i n g P i c o n e t s
Repli- 0 1 2 3 4 5
cation TP(kbps) TP(kbps) TP(kbps) TP(kbps) TP(kbps) TP(kbps)
1 25.51 26.31 25.56 26.88 25.32 26.88
2 26.44 25.10 26.37 26.68 25.53 26.89
3 27.09 24.79 25.50 25.86 26.07 27.22
4 25.29 25.23 24.85 26.09 25.82 27.99
5 25.20 24.79 25.98 25.29 26.43 26.49
mean 25.91 25.24 25.65 26.16 25.83 27.09
4.4.2.1 Merlin Throughput. The Merlin throughput data, as shown
in Table 4.1, demonstrates that during every 24 Kbps stream test, the client appli-
cation is receiving data at a rate ≥ 24 Kbps.
4.4.2.2 Packet Distribution. Figure 4.1 shows the mean distribution
of packets for the 24 Kbps test.
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Figure 4.1: Packet Distribution - 24 Kbps Stream
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4.4.2.3 Packet Error Rate. For this analysis, two packet error rates
are collected. The first is derived by taking the ratio of all packet errors to the total
number of packets sent. The second is derived by taking the ratio of data packet
errors to the total number of data packets sent. Figure 4.2 shows a comparison
of the packet error rates for both rates. In all tests, at all bit stream levels, the
number of null and poll packets (cf. Section 2.2.1.2.1) are on the order of 50 times
greater than the number of payload bearing packets, yet the number of null and
poll packet errors is on the order of 80 times less than that of payload bearing
packets. For example, during the 24 Kbps, 0 interfering-piconet tests, there was an
average of 1755878 null and poll packets sent, but only 2.4 packet errors, a packet
error rate of 0.0013668376%, whereas for payload-bearing packets there were 3700
packets and 200 errors, a packet error rate of 5.39%. Similar results occur across
all levels of every test. Incorporating non-payload-bearing packet data skews the
data, therefore, it shall not be used.
4.4.2.4 Packet Error Distribution. Figure 4.3 shows the mean distrib-
ution of packet errors amongst the various packet types. Of interest is the steady
increase in packet errors of the DM5 and DH5 packets as the number of interfering
piconets increases. Analysis of the packet distribution, shown in Figure 4.1, shows
that as the error rate increases in DH5 packets, which do not use FEC, the link
attempts to compensate by increasing the number of DM1 and DM5 packets and
decreasing the number of DM3 packets.
4.4.3 40 Kbps Stream.
4.4.3.1 Merlin Throughput. The Merlin throughput data, as shown
in Table 4.2, demonstrates that during nearly every 40 Kbps stream test, the client
application was receiving data at a rate ≥ 40 Kbps.
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Figure 4.2: Packet Error Rate - 24 Kbps Stream
Table 4.2: Merlin Throughput - 40 Kbps Stream
I n t e r f e r i n g P i c o n e t s
Repli- 0 1 2 3 4 5
cation TP(kbps) TP(kbps) TP(kbps) TP(kbps) TP(kbps) TP(kbps)
1 49.87 46.39 45.49 50.02 43.93 44.06
2 43.32 40.53 41.41 44.62 41.31 42.80
3 42.95 40.44 40.35 43.09 40.25 45.25
4 40.44 40.45 41.26 42.39 41.40 42.12
5 45.52 40.74 41.89 42.46 39.89 44.03
mean 44.42 41.71 42.08 44.51 41.36 43.65
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Figure 4.3: Packet Error Distribution - 24 Kbps Stream
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4.4.3.2 Packet Distribution. Figure 4.4 shows the mean distribution
of packets for the 40 Kbps test.
Figure 4.4: Packet Distribution - 40 Kbps Stream
4.4.3.3 Packet Error Rate. Figure 4.5 shows the mean packet error
rates for the 40 Kbps Test.
4.4.3.4 Packet Error Distribution. Analysis of the packet error dis-
tribution, shown in Figure 4.6, in relation to the packet distribution, shown in
Figure 4.4, indicates that the link is attempting to compensate for the increasing
interference on the channel. As the DH5 errors increase, DM1 and DM5 packet use
increases, which provides increased error protection by adding shorter duration
packets and FEC protection.
4.4.4 64 Kbps Stream.
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Figure 4.5: Packet Error Rate - 40 Kbps Stream
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Figure 4.6: Packet Error Distribution - 40 Kbps Stream
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Table 4.3: Merlin Throughput - 64 Kbps Stream
I n t e r f e r i n g P i c o n e t s
Repli- 0 1 2 3 4 5
cation TP(kbps) TP(kbps) TP(kbps) TP(kbps) TP(kbps) TP(kbps)
1 71.77 73.84 73.63 72.43 69.92 68.97
2 74.61 70.94 70.71 70.17 67.55 69.83
3 71.57 74.02 71.38 71.82 67.56 69.08
4 68.74 71.15 71.51 73.33 67.20 70.06
5 70.64 71.61 75.16 71.14 67.34 69.44
mean 71.47 72.31 72.48 71.78 67.92 69.47
4.4.4.1 Merlin Throughput. The Merlin throughput data, as shown
in Table 4.3, demonstrates that during every 64 Kbps stream test, the client appli-
cation is receiving data at a rate ≥ 64 Kbps.
4.4.4.2 Packet Distribution. Figure 4.7 shows the mean distribution
of packets for the 64 Kbps test.
4.4.4.3 Packet Error Rate. Figure 4.8 shows the mean packet error
rates for the 64 Kbps Test.
4.4.4.4 Packet Error Distribution. Analysis of the packet error distri-
bution, shown in Figure 4.9, in relation to the packet distribution, shown in Figure
4.7, indicates that the link is attempting to compensate for the increasing interfer-
ence on the channel. As the DH5 errors increase, DM1 packet use increases, which
provides increased error protection by shortening the packet and adding FEC.
4.5 Analysis
4.5.1 Computation of Effects. The computation of effects is shown in Table
4.4. The results are interpreted as follows: An average workload on an average
channel has a packet error rate of 5.36% (row mean and column mean intersection).
A channel with zero interfering piconets has a packet error rate 1.49% less than
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Figure 4.7: Packet Distribution - 64 Kbps Stream
Table 4.4: Computation of Effects
I n t e r f e r i n g P i c o n e t s
Workload 0 1 2 3 4 5 Row Sum Row Mean Row Effect
24kbps 0.0546 0.0829 0.0736 0.0824 0.0721 0.0599 0.4256 0.0709 0.0173
48kbps 0.0326 0.0684 0.0610 0.0522 0.0704 0.0476 0.3322 0.0554 0.0018
64kbps 0.0289 0.0148 0.0345 0.0433 0.0486 0.0371 0.2072 0.0345 -0.0191
Column Sum 0.1162 0.1660 0.1691 0.1779 0.1912 0.1446 0.9650
Column Mean 0.0387 0.0553 0.0564 0.0593 0.0637 0.0482 0.0536
Column Effect -0.0149 0.0017 0.0027 0.0057 0.0101 -0.0054
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Figure 4.8: Packet Error Rate - 64 Kbps Stream
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Figure 4.9: Packet Error Distribution - 64 Kbps Stream
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that. A channel with one interfering piconets has .17% higher packet error rate,
and so on.
Table 4.5: ANOVA for two factors with replication
Component Sum of Squares Percentage of variation Degree of Freedom Mean Square F Computed F-Table (90%)
SSY 0.298077 90
SS0 0.258653 1
SST 0.039424 100 89
SSA(Workload) 0.005936 15.056009 5 0.001187 11.4223371 1.93
SSB(IPN) 0.02001 50.754798 2 0.010005 96.2636278 2.38
SSAB 0.005996 15.208268 10 0.0006 5.76892483 1.69
SSE 0.007483 18.980925 72 0.000104
Se=0.0101947
4.5.2 Analysis of Variance. The ANOVA for the packet error rate is shown
in Table 4.5. It shows that more than 50% of the variation is explained by Factor B
(SSB), the interfering piconets, 15% is explained by Factor A (SSA), the workload,
15% is explained by the interactions (SSAB), and the remaining nearly 19% is
unexplained error (SSE). All three F-ratios are higher than the table values, thus
all three effects are statistically significant at a significance level of 0.10. The
standard deviation of the errors is 0.01.
Table 4.6: 90% Confidence Intervals for Effects
Parameter Mean Effect Standard Deviation Confidence Interval
mean 0.0536 0.0012 ( 0.0516, 0.0556 )
IPN
0 -0.0149 0.0027 ( -0.0193, -0.0105 )
1 0.0017 0.0027 ( -0.0027, 0.0062 )
2 0.0027 0.0027 ( -0.0017, 0.0072 )
3 0.0057 0.0027 ( 0.0013, 0.0101 )
4 0.0101 0.0027 ( 0.0057, 0.0145 )
5 -0.0054 0.0027 ( -0.0098, -0.0010 )
Workload
24 0.0173 0.0017 ( 0.0145, 0.0201 )
48 0.0018 0.0017 ( -0.0010, 0.0046 )
64 -0.0191 0.0017 ( -0.0219, -0.0163 )
The confidence intervals for the effects are shown in Table 4.6. The 90%
confidence intervals for one and two interfering piconets and for the 40 Kbps
workload all include zero, as graphically displayed in Figure 4.10. Thus, the
effects are not considered statistically significant. The intervals are very narrow as
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a result of having replications, which make it possible to isolate interactions from
experimental errors. However, the high level of experimental error, in this case
almost 19%, calls this confidence into question.
Figure 4.10: Confidence Intervals for Effects
4.6 Summary
This research shows that with only five interfering piconets, the effects of
inter-piconet interference is significant, with packet error rate climbing at times
to just under 9%. The effect on the streaming audio application is insignificant as
there is never a noticeable difference in audio quality, nor are there ever significant
delays in the broadcast due to buffering. The most interesting result of this study
is the observation of adaptability of the Bluetooth link as it adjusts to compensate
for loss of link quality. As errors increas, the number of multi-slot and non-error
correcting packets are significantly decreased.
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This can be explained by the following description from [Gro03]: "The data
throughput for a given packet type depends on the quality of the RF channel.
Quality measurements in the receiver of one device can be used to dynamically
control the packet type transmitted from the remote device for optimization of the
data throughput. If a device A wants the remote device B to have this control it
sends LMP_auto_rate once. The device B can then send back LMP_pre f erred_rate to
device A whenever it wishes to change the packet type that A transmits. This PDU
has a parameter which determines the preferred coding (with or without 2/3FEC)
and the preferred size (in slots) of the packets. Device A is not required to change
to the packet type specified by this parameter and may never send a packet that
is larger than the maximum allowed number of slots even if the preferred size is
greater than this value" [Gro03].
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V. Conclusion and Recommendations
5.1 Conclusion
This research investigated the effects of inter-piconet interference due to
multiple overlapping piconets, on a target streaming audio Bluetooth piconet. The
experiment was designed to emulate the incorporation of Bluetooth technology
into the workplace, and to investigate the effects of inter-piconet interference on
the performance of the Bluetooth wireless link.
Results show that although the effects were not insignificant, even with
only six overlapping piconets, the adaptability of the Bluetooth link was able
compensate for the reduction in link quality due to inter-piconet interference.
5.2 Recommendations
The use of only five overlapping piconets should be treated as a lower
bound in this research area. Before the Air Force incorporates Bluetooth into
its daily operations, more research needs to be done using significantly more
interfering piconets. As mentioned in Chapter 3, a typical computer laboratory
might have between 30 to 40 workstations. A good upper bound on the number of
piconets is 100. Probability models predict that the effect on throughput with this
much interference would be nearly a 100% decrease. Additionally, different types
of hardware should be incorporated into the study based on analysis of usage
models most likely to benefit the Air Force, such as the cordless computer.
Finally, Bluetooth security issues should be further investigated. It is unlikely
that classified information would ever be transmitted across a Bluetooth link, but
the increase in terrorism and identity theft world-wide makes the security of
personal information more important then ever.
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